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MACROECONOMIC HIGHLIGHTS:

Your investments should too.
The world is evolving.

City governments are increasingly being targeted by cybercriminals. In fact, in 2019 so far, more 
than 70 cities in the U.S. have fallen victim to ransomware attacks.i 

In an effort to curtail these attacks, IBM Security announced a new project with the City of 
Los Angeles and the LA Cyber Lab to help local businesses collaborate to f ight cybercrime. As 
part of the project, IBM will provide technologies and data that can help give local businesses 
an edge when defending against cyberattacks. The LA Cyber Lab will make two new free 
tools available; a threat information sharing platform and a mobile application for f iltering 
suspicious emails – that leverages IBM Security threat intelligence. In addition, IBM is hosting 
complimentary training sessions for municipalities in the IBM X-Force Command Cyber 
Range in Cambridge, Massachusetts, where they can simulate attacks and practice their 
response. The company will also offer three complimentary security preparedness training 
sessions using ransomware and other common attack methods.ii

And the government has also stepped in to help prevent cyberattacks. The U.S. Senate 
has approved new legislation aimed at helping government agencies and private-sector 
companies combat ransomware attacks. The proposed law, the “DHS Cyber Hunt and 
Incident Response Teams Act,” authorizes the Department of Homeland Security (DHS) to 
invest in and develop “incident response teams” to help organizations battle ransomware 
attacks.  Accordingly, the DHS would create teams to protect state and local entities from 
cyber threats and restore infrastructure that has been affected by ransomware attacks.iii

At the same time, in a message announcing October as National Cybersecurity Awareness 
Month, the FBI cautioned that Internet-enabled crimes and cyber intrusions are becoming 
increasingly sophisticated and preventing them requires each and every user of a connected device 
to be aware and on guard. Now in its 16th year, National Cybersecurity Awareness Month is hosted 
each October by the Department of Homeland Security and the National Cyber Security Alliance.iv

In Canada,  a senior civi l ian employee at the RCMP’s headquarters in Ottawa has 
been charged for violating national security by allegedly leaking government secrets.
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The employee is accused of multiple violations under the Security of Information Act and 
the Criminal Code, including sharing “intentionally or without authority” special operational 
information; possessing a device or software for the purpose of concealing information or 
surreptitiously sharing or obtaining information; and breach of trust.v

During the month, the food delivery company, Doordash, announced that nearly 5 million 
accounts were hacked.  The company said it suffered a data breach in May through which 
customers, merchants and workers who use the platform were all potentially affected. 
Information revealed included users’ names, emails, delivery addresses and passwords that 
had been “hashed,” or concealed through encryption, by the company. Some customers had 
the last four digits of their credit card numbers revealed, while some workers and merchants 
had the last four digits of their bank account numbers revealed. The hack also revealed the 
driver’s license numbers of about 100,000 delivery workers.vi

In another cyberattack, Demant, one of the world’s largest manufacturers of hearing aids, 
expects to incur losses of up to $95 million following what appears to be a ransomware infection 
that hit the company at the beginning of the month. This marks one of the most significant 
losses caused by a cyber-security incident outside of the NotPetya ransomware outbreak, which 
caused companies like shipping giant Maersk and courier service FedEx to incur losses of over 
$300 million each. Demant is still recovering from the attack which impacted the company’s 
ERP system, production and distribution facilities in Poland, production and service sites in 
Mexico, cochlear implants production sites in France, amplifier production site in Denmark, 
and its entire Asia-Pacific network.vii

According to a tests conducted by Which?, a U.K.-based consumer advocacy group,  six security 
cameras which carry the “Amazon’s Choice” seal of approval, posed a laundry list of security red 
flags, including weak user names and passwords written directly on the product, unencrypted 
data, and holes that hackers could potentially exploit that would allow them to spy on someone.viii 

The top performing holdings in the ETF for the month were Limelight Networks Inc., followed by 
Proofpoint Inc., which was the biggest contributor to the ETF’s return. The largest holdings by 
weight in the portfolio was Booz Allen Hamilton Holdings, followed by Palo Alto Networks Inc.

PERFORMANCE ATTRIBUTION:
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Commissions, management fees and expenses all may be associated with exchange traded funds (ETFs) and mutual 
funds (funds). Please read the prospectus before investing. ETFs and mutual funds are not guaranteed, their values 
change frequently and past performance may not be repeated. There are risks involved with investing in ETFs and 
mutual funds. Please read the prospectus for a complete description of risks relevant to ETFs and mutual funds. 
Investors may incur customary brokerage commissions in buying or selling ETF and mutual fund units.
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